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    WardrikOAuth

OAuth sign-in for WardrikCore agents. Each grant is sealed in a
WardrikVault.
Install
def deps do
  [
    {:wardrik_oauth, "~> 0.1.0-rc.1"}
  ]
end
Start it
Register an OAuth app with each service and add it as a provider. Pass WardrikOAuth to the vault
as its grants:
children = [
  {WardrikStore, store},
  {WardrikVault, name: MyApp.Vault, store: store, keys: keys, grants: {WardrikOAuth, MyApp.OAuth}},
  {WardrikOAuth,
   name: MyApp.OAuth,
   vault: MyApp.Vault,
   store: store,
   page: "https://agents.example.com/oauth",
   on_granted: {MyApp.SignIns, :granted, []},
   providers: [
     google: [
       issuer: "https://accounts.google.com",
       client_id: System.fetch_env!("GOOGLE_CLIENT_ID"),
       client_secret: System.fetch_env!("GOOGLE_CLIENT_SECRET"),
       scopes: ~w(openid email https://www.googleapis.com/auth/calendar.readonly),
       authorization_params: %{access_type: "offline", prompt: "consent"}
     ],
     linear: [
       authorization_endpoint: "https://linear.app/oauth/authorize",
       token_endpoint: "https://api.linear.app/oauth/token",
       client_id: System.fetch_env!("LINEAR_CLIENT_ID"),
       client_secret: System.fetch_env!("LINEAR_CLIENT_SECRET"),
       scopes: ~w(read)
     ],
     github: [
       issuer: "https://github.com/login/oauth",
       client_id: System.fetch_env!("GITHUB_CLIENT_ID"),
       client_secret: {:secret, "GITHUB_CLIENT_SECRET"},
       scopes: ~w(repo),
       flow: :device
     ]
   ]}
]
A provider has the same name as the credential it grants. A tool that needs google signs in
through the google provider.
Endpoints are discovered from the issuer's metadata. For a service without metadata, like
Linear, give authorization_endpoint and token_endpoint.
authorization_params are sent with a browser sign-in. Google only returns a refresh token when
asked for access_type: "offline".
The client secret is sent in the form by default. Some services, like Notion, want HTTP Basic
instead. Set client_auth: :basic:
notion: [
  authorization_endpoint: "https://api.notion.com/v1/oauth/authorize",
  token_endpoint: "https://api.notion.com/v1/oauth/token",
  client_id: System.fetch_env!("NOTION_CLIENT_ID"),
  client_secret: System.fetch_env!("NOTION_CLIENT_SECRET"),
  client_auth: :basic,
  authorization_params: %{owner: "user"}
]
Provider options
	Option	Value	Default
	issuer	the authorization server, whose metadata names its endpoints	discovered from resource
	resource	the API or MCP server the token is for	not sent
	authorization_endpoint, token_endpoint	the endpoints, for a service without metadata	discovered
	client_id, client_secret	your OAuth app's credentials	Wardrik's own, if the service allows; see Without a client ID
	client_auth	:post or :basic, how the secret is sent	:post
	scopes	scopes to ask for	none
	flow	:browser or :device	:browser
	authorization_params	extra parameters for a browser sign-in	none

A provider needs an issuer, a resource, or both endpoints.
Secrets in the vault
A client_secret of {:secret, name} is read from the vault's deployment secrets each time a
sign-in needs it. Changing it takes no restart:
WardrikVault.put(MyApp.Vault, WardrikVault.deployment(), "GITHUB_CLIENT_SECRET", secret)
Give it to agents
Pass the vault as the agent's credentials. A tool asks for a credential by the provider's name,
as an MCP server's credential_name does:
children = [
  # The store, vault and WardrikOAuth above, then:
  {WardrikMCP,
   name: MyApp.MCP,
   servers: [
     github: [
       transport: {:streamable_http, base_url: "https://api.githubcopilot.com/mcp/"},
       credential_name: "github"
     ]
   ]},
  {WardrikCore, backend: {WardrikStore.Durable, store: store}}
]

WardrikCore.start_agent(
  agent_id: "acme/@jon/digest",
  model: "anthropic:claude-haiku-4-5",
  principal: %WardrikCore.Principal{id: "acme/@jon"},
  credentials: {WardrikVault, MyApp.Vault},
  capabilities: [{WardrikMCP, name: MyApp.MCP, servers: [:github]}]
)
If Jon hasn't signed in, the first call that needs github parks on a sign-in. Once Jon signs in,
on_granted is called with the provider's name and Jon's principal. Resume the waiting agents
there:
defmodule MyApp.SignIns do
  alias WardrikCore.Authorization

  def granted(provider, principal) do
    WardrikCore.list()
    |> Enum.map(&WardrikCore.whereis/1)
    |> Enum.filter(&waits_on?(&1, to_string(provider), principal))
    |> Enum.each(&WardrikCore.resume(&1, %{}, %{principal: principal}))
  end

  defp waits_on?(nil, _credential, _principal), do: false

  defp waits_on?(agent, credential, principal) do
    case WardrikCore.parked(agent) do
      {:tool_calls, results} -> Enum.any?(results, &signs_in?(&1, credential, principal))
      _reason -> false
    end
  end

  defp signs_in?({_call, {:park, %Authorization{credential: credential, principal: %{id: id}}}}, credential, %{id: id}),
    do: true

  defp signs_in?(_result, _credential, _principal), do: false
end
Wardrik does all of this for you. See
Credentials and sign-ins.
Add providers at runtime
Providers added at runtime are kept in the store, so every node sees them:
:ok = WardrikOAuth.add_provider(MyApp.OAuth, "linear", resource: "https://mcp.linear.app/mcp")

WardrikOAuth.authorize(MyApp.OAuth, "linear", maria)
#=> {:ok, "https://mcp.linear.app/authorize?client_id=...&state=..."}

WardrikOAuth.providers(MyApp.OAuth)
#=> ["github", "google", "linear"]

:ok = WardrikOAuth.remove_provider(MyApp.OAuth, "linear")
A provider without a client_id gets one the first time someone signs in. See
Without a client ID. The client is kept in the store, so this happens
once. client_name is the name the service shows. "Wardrik" unless set.
Mount the pages
Sign-ins come back to your app. Mount WardrikOAuth.Plug at page. In a Phoenix router:
scope "/" do
  forward "/oauth", WardrikOAuth.Plug, oauth: MyApp.OAuth
end
In a Plug.Router:
forward "/oauth", to: WardrikOAuth.Plug, init_opts: [oauth: MyApp.OAuth]
It serves three paths under page:
	Path	What it does
	/callback	Finishes a browser sign-in. Register it as each OAuth app's redirect URI, as https://agents.example.com/oauth/callback.
	/device/:id	Shows a device sign-in's code and where to enter it.
	/client	Serves the Client ID Metadata Document for Wardrik's own client_id.

To handle the callback in your own route, call WardrikOAuth.finish/2 with its query params. It
returns {:ok, provider} or {:error, reason}.
Without a client ID
A provider with no client_id gets Wardrik's own the first time someone signs in. It's kept in the
store for every node.
	If the service supports Client ID Metadata Documents (client_id_metadata_document_supported
in its metadata) and page is https and not localhost, the client_id is the /client
URL, as https://agents.example.com/oauth/client. Nothing is registered. The consent screen shows
client_name.
	Otherwise, Wardrik registers itself at the service's registration_endpoint (RFC 7591).
	If neither is possible, sign-in fails with {:no_client, name}. Give the provider your own
client_id.

Sign in
When a tool needs a credential its principal hasn't granted, the call parks on a sign-in URL.
	Browser sign-in (the default): the URL is the service's own page. The principal signs in there
and returns to /callback.
	Device sign-in (flow: :device): the URL is /device/:id, which shows a code to enter on any
device. WardrikOAuth.flow/2 returns the same code, for a CLI to show.

Once the principal grants access:
	The token is sealed in the vault.
	on_granted is called with the provider's name and the principal. Resume parked turns there.

A sign-in expires after 15 minutes. Only one runs per provider and principal at a time. Asking
again returns the same URL.
[:wardrik_oauth, :flow, :done] is emitted when each sign-in ends, with :provider, :principal
and :outcome in its metadata.
Renewing
An expired token is refreshed before the principal is asked again. A token the service refused is
refreshed on its next use. If it can't be refreshed, the principal is asked to sign in again.
Refreshes take a cluster-wide lock, so two nodes never spend the same refresh token.


  

    Changelog

0.1.0-rc.1 (2026-10-30)
	Sign-ins that give WardrikCore agents a person's accounts, each grant sealed in WardrikVault.
	Providers from an issuer's metadata, a resource, or their endpoints, with scopes, extra
authorization parameters and client_auth: :basic.
	Browser and device sign-ins. A call that needs a credential not yet granted parks on its sign-in
URL, and on_granted says when to resume it.
	WardrikOAuth.Plug, the sign-in pages to mount in your app.
	Wardrik's own client ID where a provider has none, from a Client ID Metadata Document or
dynamic registration.
	Tokens refreshed before the person is asked again, under a cluster-wide lock.
	Providers added at runtime, kept in the store for every node. Client secrets read from the vault
as {:secret, name}.



  

    
WardrikOAuth 
    



      
OAuth sign-in for WardrikCore agents. Grants are sealed in a WardrikVault.
children = [
  {WardrikVault, name: MyApp.Vault, store: store, keys: keys, grants: {WardrikOAuth, MyApp.OAuth}},
  {WardrikOAuth,
   name: MyApp.OAuth,
   vault: MyApp.Vault,
   store: store,
   page: "https://agents.example.com/oauth",
   on_granted: {MyApp.Agents, :granted, []},
   providers: [github: [issuer: "https://github.com/login/oauth", client_id: id, client_secret: secret]]}
]
Mount WardrikOAuth.Plug at page to finish sign-ins. See WardrikOAuth.Provider for provider
options.
A provider's client_secret may be {:secret, name}. It's read from the vault's deployment
secrets each time a sign-in needs it, so a new one takes effect at once. See
WardrikVault.value/2.
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    Functions
  


    
      
        add_provider(oauth, name, opts)

      


        Adds the provider name at runtime, on every node.



    


    
      
        authorize(oauth, name, principal)

      


        Returns the URL where principal signs in with the provider name.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        client_document(oauth)

      


        Returns the Client ID Metadata Document served at {page}/client.



    


    
      
        finish(oauth, params)

      


        Finishes a browser sign-in from its callback's query params.



    


    
      
        flow(oauth, id)

      


        Describes the device sign-in id.



    


    
      
        providers(oauth)

      


        Returns the names of the providers someone can sign in with.



    


    
      
        remove_provider(oauth, name)

      


        Removes the provider name, added at runtime, and the client registered for it.



    


    
      
        start_link(opts)

      


        Starts WardrikOAuth.
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      add_provider(oauth, name, opts)



    

  


  

      

          @spec add_provider(atom(), String.t(), keyword()) :: :ok | {:error, String.t()}


      


Adds the provider name at runtime, on every node.
:ok = WardrikOAuth.add_provider(MyApp.OAuth, "linear", resource: "https://mcp.linear.app/mcp")
Takes the same options as a provider in :providers. The client_secret is sealed in the vault,
not kept in the store.
Without a client_id, Wardrik gets one the first time someone signs in:
	If the service reads Client ID Metadata Documents and page is https, the client_id is
the URL of the document WardrikOAuth.Plug serves.
	Otherwise, Wardrik registers itself with the service.

Returns {:error, reason} for invalid options, or a name given in :providers.

  



  
    
      
    
    
      authorize(oauth, name, principal)



    

  


  

      

          @spec authorize(atom(), String.t(), WardrikCore.Principal.t()) ::
  {:ok, String.t()} | {:error, term()}


      


Returns the URL where principal signs in with the provider name.
Starts a sign-in, or returns the URL of the one already under way.

  



  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      client_document(oauth)



    

  


  

      

          @spec client_document(atom()) :: map()


      


Returns the Client ID Metadata Document served at {page}/client.
Its URL is Wardrik's client_id with services that read these documents.

  



  
    
      
    
    
      finish(oauth, params)



    

  


  

      

          @spec finish(atom(), map()) :: {:ok, String.t()} | {:error, term()}


      


Finishes a browser sign-in from its callback's query params.
The params carry "state", and "code" or "error". Returns {:ok, provider} or
{:error, reason}, and {:error, :no_such_flow} if the sign-in has ended.
WardrikOAuth.Plug calls this. Call it yourself to handle the callback in your own route.

  



  
    
      
    
    
      flow(oauth, id)



    

  


  

      

          @spec flow(atom(), String.t()) :: {:ok, map()} | :error


      


Describes the device sign-in id.
Returns {:ok, map} with :provider, :principal, :user_code and :verification_uri, or
:error if the sign-in has ended.

  



  
    
      
    
    
      providers(oauth)



    

  


  

      

          @spec providers(atom()) :: [String.t()]


      


Returns the names of the providers someone can sign in with.

  



  
    
      
    
    
      remove_provider(oauth, name)



    

  


  

      

          @spec remove_provider(atom(), String.t()) :: :ok | {:error, term()}


      


Removes the provider name, added at runtime, and the client registered for it.

  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      


Starts WardrikOAuth.
Options
	:name - required. The name functions reach it by.
	:vault - required. The WardrikVault grants are sealed in.
	:store - required. The WardrikStore for providers added at runtime and registered
clients.
	:page - required. The URL WardrikOAuth.Plug is mounted at, as
"https://agents.example.com/oauth".
	:providers - providers to start with, as a keyword list of name and options. See
WardrikOAuth.Provider. [] unless set.
	:on_granted - {module, function, args} called with the provider's name and the principal,
then args, after each grant.
	:client_name - the name a service shows for a client Wardrik registers. "Wardrik"
unless set.
	:req_options - extra options for every Req request.
	:check - a function called on each URL before a request is sent. It returns :ok or
{:error, reason}. Use one when users add providers by URL. Without it, any https URL,
and http on localhost, is reached.


  


        

      


  

    
WardrikOAuth.Browser 
    



      
Browser sign-in: the authorization code flow with PKCE, on the service's own page.

      


      
        Summary


  
    Functions
  


    
      
        exchange(metadata, provider, code, verifier, opts)

      


        Exchanges the code a principal came back with for a token.



    


    
      
        issued_by?(metadata, issuer)

      


        Returns whether a callback's iss matches the issuer, or may be absent.



    


    
      
        start(metadata, provider, redirect_uri)

      


        Builds the URL that starts a sign-in, with its state and PKCE verifier.
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      exchange(metadata, provider, code, verifier, opts)



    

  


  

      

          @spec exchange(
  WardrikOAuth.Metadata.t(),
  WardrikOAuth.Provider.t(),
  String.t(),
  String.t(),
  keyword()
) ::
  {:ok, WardrikOAuth.Token.t()} | {:error, term()}


      


Exchanges the code a principal came back with for a token.

  



  
    
      
    
    
      issued_by?(metadata, issuer)



    

  


  

      

          @spec issued_by?(WardrikOAuth.Metadata.t(), String.t() | nil) :: boolean()


      


Returns whether a callback's iss matches the issuer, or may be absent.

  



  
    
      
    
    
      start(metadata, provider, redirect_uri)



    

  


  

      

          @spec start(WardrikOAuth.Metadata.t(), WardrikOAuth.Provider.t(), String.t()) ::
  {:ok, %{url: String.t(), state: String.t(), verifier: String.t()}}
  | {:error, term()}


      


Builds the URL that starts a sign-in, with its state and PKCE verifier.

  


        

      


  

    
WardrikOAuth.ClientSecrets 
    



      
Seals client secrets in the vault, not the store.
Covers providers added at runtime and clients Wardrik registers. Secrets are kept under a
principal of their own that no agent acts as.
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    Functions
  


    
      
        forget(settings, name)

      


        Deletes the secret under name.



    


    
      
        seal(settings, name, secret)

      


        Seals secret under name. Does nothing if secret is nil.



    


    
      
        unseal(settings, name)

      


        Returns the secret under name, or nil.



    





      


      
        Functions


        


  
    
      
    
    
      forget(settings, name)



    

  


  

      

          @spec forget(map(), String.t()) :: :ok


      


Deletes the secret under name.

  



  
    
      
    
    
      seal(settings, name, secret)



    

  


  

      

          @spec seal(map(), String.t(), String.t() | nil) :: :ok | {:error, term()}


      


Seals secret under name. Does nothing if secret is nil.

  



  
    
      
    
    
      unseal(settings, name)



    

  


  

      

          @spec unseal(map(), String.t()) :: String.t() | nil


      


Returns the secret under name, or nil.

  


        

      


  

    
WardrikOAuth.Device 
    



      
Device sign-in (RFC 8628): the principal enters a code on any device.

      


      
        Summary


  
    Types
  


    
      
        poll()

      


        The result of one poll.



    


    
      
        t()

      


        The code the server gave and where to enter it.



    





  
    Functions
  


    
      
        next_interval(arg1, interval_ms)

      


        Returns milliseconds to wait before the next poll. Adds 5 seconds after :slow_down.



    


    
      
        poll(metadata, provider, device, req_options)

      


        Polls the token endpoint once to see if the principal has entered the code.



    


    
      
        request(metadata, provider, req_options)

      


        Requests a code for the principal to enter.



    





      


      
        Types


        


  
    
      
    
    
      poll()



    

  


  

      

          @type poll() ::
  {:ok, WardrikOAuth.Token.t()}
  | :pending
  | :slow_down
  | {:retry, term()}
  | {:error, term()}


      


The result of one poll.

  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikOAuth.Device{
  device_code: String.t(),
  expires_in: pos_integer(),
  interval: non_neg_integer(),
  user_code: String.t(),
  verification_uri: String.t()
}


      


The code the server gave and where to enter it.

  


        

      

      
        Functions


        


  
    
      
    
    
      next_interval(arg1, interval_ms)



    

  


  

      

          @spec next_interval(poll(), non_neg_integer()) :: non_neg_integer()


      


Returns milliseconds to wait before the next poll. Adds 5 seconds after :slow_down.

  



  
    
      
    
    
      poll(metadata, provider, device, req_options)



    

  


  

      

          @spec poll(WardrikOAuth.Metadata.t(), WardrikOAuth.Provider.t(), t(), keyword()) ::
  poll()


      


Polls the token endpoint once to see if the principal has entered the code.

  



  
    
      
    
    
      request(metadata, provider, req_options)



    

  


  

      

          @spec request(WardrikOAuth.Metadata.t(), WardrikOAuth.Provider.t(), keyword()) ::
  {:ok, t()} | {:error, term()}


      


Requests a code for the principal to enter.

  


        

      


  

    
WardrikOAuth.Flow 
    



      
A process for one sign-in under way. It ends when the principal finishes, or after 15 minutes.

      


      
        Summary


  
    Functions
  


    
      
        begin(settings, provider, principal)

      


        Returns the sign-in URL for provider and principal, starting a flow if none is running.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        describe(pid)

      


        Describes the flow, for a page or CLI to show.



    


    
      
        finish(pid, params)

      


        Finishes a browser flow with its callback's params.



    





      


      
        Functions


        


  
    
      
    
    
      begin(settings, provider, principal)



    

  


  

      

          @spec begin(map(), WardrikOAuth.Provider.t(), WardrikCore.Principal.t()) ::
  {:authorize, String.t()} | {:error, term()}


      


Returns the sign-in URL for provider and principal, starting a flow if none is running.

  



  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      describe(pid)



    

  


  

      

          @spec describe(pid()) :: map()


      


Describes the flow, for a page or CLI to show.

  



  
    
      
    
    
      finish(pid, params)



    

  


  

      

          @spec finish(pid(), map()) :: {:ok, String.t()} | {:error, term()}


      


Finishes a browser flow with its callback's params.
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An authorization server's metadata, discovered from its issuer or resource.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        An authorization server's metadata.



    





  
    Functions
  


    
      
        discover(provider, req_options)

      


        Returns the metadata of provider's authorization server.
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      t()



    

  


  

      

          @type t() :: %WardrikOAuth.Metadata{
  authorization_endpoint: String.t() | nil,
  device_authorization_endpoint: String.t() | nil,
  documents_supported?: boolean(),
  iss_supported?: boolean(),
  issuer: String.t() | nil,
  registration_endpoint: String.t() | nil,
  token_endpoint: String.t()
}


      


An authorization server's metadata.

  


        

      

      
        Functions


        


  
    
      
    
    
      discover(provider, req_options)



    

  


  

      

          @spec discover(WardrikOAuth.Provider.t(), keyword()) :: {:ok, t()} | {:error, term()}


      


Returns the metadata of provider's authorization server.
Uses the provider's own endpoints if it names both. Otherwise discovers them from issuer, or
from resource's protected resource metadata.

  


        

      


  

    
WardrikOAuth.Plug 
    



      
Serves the sign-in pages. Mount it at WardrikOAuth's page.
forward "/oauth", WardrikOAuth.Plug, oauth: MyApp.OAuth
Paths
	GET /callback - finishes a browser sign-in.
	GET /device/:id - shows a device sign-in's code and where to enter it.
	GET /client - the Client ID Metadata Document for Wardrik's client_id.

Options
	:oauth - required. The WardrikOAuth name.


      




  

    
WardrikOAuth.Provider 
    



      
An OAuth app with a service. It has the same name as the credential it grants.
github: [
  issuer: "https://github.com/login/oauth",
  client_id: System.fetch_env!("GITHUB_CLIENT_ID"),
  client_secret: {:secret, "GITHUB_CLIENT_SECRET"},
  scopes: ~w(repo),
  flow: :device
]
Options
	:issuer - the authorization server, whose metadata names its endpoints.
	:resource - the API or MCP server the token is for. Used to discover the issuer if none is
given.
	:authorization_endpoint, :token_endpoint - the endpoints, for a service without
metadata.
	:client_id - your OAuth app's client ID. Without it, Wardrik becomes the client where the
service allows. See WardrikOAuth.add_provider/3.
	:client_secret - the client secret, or {:secret, name} to read it from the vault.
	:client_auth - :post to send the secret in the form, or :basic for HTTP Basic.
:post unless set.
	:scopes - scopes to ask for. [] unless set.
	:flow - :browser or :device. :browser unless set.
	:authorization_params - extra parameters for a browser sign-in, as
%{access_type: "offline"}. Can't set the parameters Wardrik sends itself.

A provider needs an :issuer, a :resource, or both endpoints.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        An OAuth app a principal can grant access to.



    





  
    Functions
  


    
      
        endpoints?(provider)

      


        Returns whether the provider names both endpoints, so none need discovering.



    


    
      
        new(name, opts)

      


        Builds a provider from its name and options. Raises ArgumentError on invalid options.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikOAuth.Provider{
  authorization_endpoint: String.t() | nil,
  authorization_params: %{optional(String.t()) => String.t()},
  client_auth: :post | :basic,
  client_id: String.t() | nil,
  client_secret: WardrikVault.value(),
  flow: :browser | :device,
  issuer: String.t() | nil,
  name: String.t(),
  resource: String.t() | nil,
  scopes: [String.t()],
  token_endpoint: String.t() | nil
}


      


An OAuth app a principal can grant access to.

  


        

      

      
        Functions


        


  
    
      
    
    
      endpoints?(provider)



    

  


  

      

          @spec endpoints?(t()) :: boolean()


      


Returns whether the provider names both endpoints, so none need discovering.

  



  
    
      
    
    
      new(name, opts)



    

  


  

      

          @spec new(atom() | String.t(), keyword()) :: t()


      


Builds a provider from its name and options. Raises ArgumentError on invalid options.

  


        

      


  

    
WardrikOAuth.Registration 
    



      
Makes Wardrik a client of an authorization server it has no client_id for.
This happens once. The client is kept in the store for every node.
	If the server reads Client ID Metadata Documents and page is https, the client_id is
{page}/client. Nothing is registered.
	Otherwise, Wardrik registers itself at the server's registration_endpoint (RFC 7591).
	If neither is possible, it returns {:error, {:no_client, name}}.


      


      
        Summary


  
    Functions
  


    
      
        client(settings, provider, metadata)

      


        Returns provider with a client: its own, the one kept, or one registered now.



    


    
      
        document(settings)

      


        Returns the Client ID Metadata Document served at {page}/client.



    


    
      
        forget(settings, name)

      


        Deletes the client registered for the provider name.



    


    
      
        registered(settings, provider)

      


        Returns provider with the client kept for it, if there is one.



    





      


      
        Functions


        


  
    
      
    
    
      client(settings, provider, metadata)



    

  


  

      

          @spec client(map(), WardrikOAuth.Provider.t(), WardrikOAuth.Metadata.t()) ::
  {:ok, WardrikOAuth.Provider.t()} | {:error, term()}


      


Returns provider with a client: its own, the one kept, or one registered now.

  



  
    
      
    
    
      document(settings)



    

  


  

      

          @spec document(map()) :: map()


      


Returns the Client ID Metadata Document served at {page}/client.

  



  
    
      
    
    
      forget(settings, name)



    

  


  

      

          @spec forget(map(), String.t()) :: :ok | {:error, term()}


      


Deletes the client registered for the provider name.

  



  
    
      
    
    
      registered(settings, provider)



    

  


  

      

          @spec registered(map(), WardrikOAuth.Provider.t()) :: WardrikOAuth.Provider.t()


      


Returns provider with the client kept for it, if there is one.

  


        

      


  

    
WardrikOAuth.Renewal 
    



      
Keeps a principal's grant usable by refreshing it when it expires.
Refreshes take a cluster-wide lock, so two nodes never spend the same refresh token.

      


      
        Summary


  
    Functions
  


    
      
        expire(settings, provider, principal)

      


        Marks the grant expired, so the next use refreshes it.



    


    
      
        renew(settings, provider, principal, value)

      


        Returns the grant's access token, refreshing it first if it has expired.



    





      


      
        Functions


        


  
    
      
    
    
      expire(settings, provider, principal)



    

  


  

      

          @spec expire(map(), WardrikOAuth.Provider.t(), WardrikCore.Principal.t()) :: :ok


      


Marks the grant expired, so the next use refreshes it.

  



  
    
      
    
    
      renew(settings, provider, principal, value)



    

  


  

      

          @spec renew(map(), WardrikOAuth.Provider.t(), WardrikCore.Principal.t(), binary()) ::
  {:ok, String.t()} | :ask | {:error, term()}


      


Returns the grant's access token, refreshing it first if it has expired.
Returns :ask if the principal must sign in again.

  


        

      


  

    
WardrikOAuth.Request 
    



      
Sends a flow's requests to an authorization server.
Each function takes Req options, plus :check, a function called on each URL first. URLs
must be https, or http on localhost.

      


      
        Summary


  
    Functions
  


    
      
        get_json(url, req_options)

      


        Gets JSON from url.



    


    
      
        post_as(url, provider, form, req_options)

      


        Posts form to url as provider's client. Returns the status and the JSON body.



    


    
      
        post_json(url, body, req_options)

      


        Posts body to url as JSON. Returns the status and the JSON body.



    


    
      
        present(form, key, value)

      


        Puts value in form under key, unless it's nil or "".



    


    
      
        refusal(status, body)

      


        Returns an OAuth error response as {:token_refused, error, description}.



    





      


      
        Functions


        


  
    
      
    
    
      get_json(url, req_options)



    

  


  

      

          @spec get_json(String.t(), keyword()) :: {:ok, map()} | {:error, term()}


      


Gets JSON from url.

  



  
    
      
    
    
      post_as(url, provider, form, req_options)



    

  


  

      

          @spec post_as(String.t(), WardrikOAuth.Provider.t(), map(), keyword()) ::
  {:ok, pos_integer(), map()} | {:error, term()}


      


Posts form to url as provider's client. Returns the status and the JSON body.
The client secret goes in the form, or in an HTTP Basic header if client_auth is :basic.

  



  
    
      
    
    
      post_json(url, body, req_options)



    

  


  

      

          @spec post_json(String.t(), map(), keyword()) ::
  {:ok, pos_integer(), map()} | {:error, term()}


      


Posts body to url as JSON. Returns the status and the JSON body.

  



  
    
      
    
    
      present(form, key, value)



    

  


  

      

          @spec present(map(), String.t(), term()) :: map()


      


Puts value in form under key, unless it's nil or "".

  



  
    
      
    
    
      refusal(status, body)



    

  


  

      

          @spec refusal(pos_integer(), map()) :: {:token_refused, String.t(), String.t() | nil}


      


Returns an OAuth error response as {:token_refused, error, description}.

  


        

      


  

    
WardrikOAuth.Token 
    



      
A token an authorization server granted. Kept in the vault as JSON.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        An access token and what came with it.



    





  
    Functions
  


    
      
        carry_refresh(new, old)

      


        Copies old's refresh token into new if new has none.



    


    
      
        decode(json)

      


        Decodes a token from JSON.



    


    
      
        encode(token)

      


        Encodes the token as JSON.



    


    
      
        expire(token)

      


        Marks the token expired, so the next use refreshes it.



    


    
      
        fresh?(token)

      


        Returns whether the token is valid for more than 30 more seconds.



    


    
      
        from_response(status, body, token_endpoint)

      


        Reads a token endpoint's response. Returns the token, or the error it holds.



    


    
      
        renewable?(token)

      


        Returns whether the token can be refreshed.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %WardrikOAuth.Token{
  access_token: String.t(),
  expires_at: integer() | nil,
  refresh_token: String.t() | nil,
  scope: String.t() | nil,
  token_endpoint: String.t()
}


      


An access token and what came with it.

  


        

      

      
        Functions


        


  
    
      
    
    
      carry_refresh(new, old)



    

  


  

      

          @spec carry_refresh(t(), t()) :: t()


      


Copies old's refresh token into new if new has none.

  



  
    
      
    
    
      decode(json)



    

  


  

      

          @spec decode(String.t()) :: {:ok, t()} | {:error, :unreadable}


      


Decodes a token from JSON.

  



  
    
      
    
    
      encode(token)



    

  


  

      

          @spec encode(t()) :: String.t()


      


Encodes the token as JSON.

  



  
    
      
    
    
      expire(token)



    

  


  

      

          @spec expire(t()) :: t()


      


Marks the token expired, so the next use refreshes it.

  



  
    
      
    
    
      fresh?(token)



    

  


  

      

          @spec fresh?(t()) :: boolean()


      


Returns whether the token is valid for more than 30 more seconds.

  



  
    
      
    
    
      from_response(status, body, token_endpoint)



    

  


  

      

          @spec from_response(pos_integer(), map(), String.t()) :: {:ok, t()} | {:error, term()}


      


Reads a token endpoint's response. Returns the token, or the error it holds.

  



  
    
      
    
    
      renewable?(token)



    

  


  

      

          @spec renewable?(t()) :: boolean()


      


Returns whether the token can be refreshed.
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